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Top 10 ETHERNET Security Trade Secrets
This document is provided to Marloe clients as a quick checklist to help improve and audit their performance against security risks.  This document is the first step towards developing a simple Disaster Avoidance Guideline, and policies to minimize risk. 

Hacker tools are free, legal and abundant on the internet.
· In order for an organization to survive a work outage, data loss or a security breach,  it must have several steps in place previous to a disaster of any kind.  

· Precautionary steps should be written, documented and become a part of company policy.
· Responsibilities should be assigned to competent individuals who can manage the activities, and report results competently and openly.

Security issues arise when users, managers or partners, have security responsibilities, authority and autonomy.  MIS directors have a tendency to develop rules and regulations that are closed, undocumented and unaccounted for.

· Auditable standards should be put in place so that management can oversee the security of company resources, without forcing management to become the stewards of the IT policies.

I.
Archive

Backup and Backup Procedures are the singly most important piece of company policy.  This is your company history and can be a critical requirement in the event a security breach has caused data loss or a business interruption.  An example of why you need a history; If a file is found to have been altered by a virus on Tuesday of last week, you must have enough history to go back to Monday of LAST week to get a virgin copy of that file.

10 Quick tips that your Archive Policy should include:
1) Archival Policies
How much history is required?

What data is considered Critical?

What gets backed up? - Standard locations.

Are there any special recovery requirements? – Such as some files that must be recovered quickly, often damaged or corrupted.

2) Media Rotation schemes

How much history is required will define the media quantity or storage space.

How much data is backed up will determine the media type (CD, Disk, Tape).

Media schemes include GFS (Grandfather, Father, Son), and a simple rotation method.

GFS means there will be tapes for every day of the week, and on each end of the week (Determined by work schedules, end of week may be Sunday, may be Friday), a FULL backup is completed.  At month end, another FULL backup is completed, however this archive is removed from the rotation and taken to a secure location offsite.  
Marloe Group always recommends a FULL backup, however time considerations and network performance may require that during the week, a 
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partial backup of only the changed files be performed. (Disk to Disk offers some advantages and are a recommended addition to a DA (Disaster Avoidance Plan.
3) Archival Offsite Policies

Who is responsible for moving media to secure offsite storage.
Offsite storage should be a firebox, lock box or secure deposit that can withstand high temperatures.

Media can not be left in car.

Media must be audited and tested

4) Recovery Procedures

User friendly directions that will allow end users to recover files easily.

Responsible person must have authority to dictate recovery procedures, or when a file must be recovered.
Documentation or monitoring that will record any recovery performed.
Procedures for recalling archived media from offsite storage

5) Device Maintenance policies
Cleaning procedures

Cleaning schedule

Planned obsolescence

MTBF – monitor Mean Time Between Failure

6) Media Life Policies

Media replacement policies.

Tapes should be replaced every year.

7) Archival Destruction Policies

Who can destroy archived media?
How is archived media destroyed?

When is archived media destroyed?

8) Planned Obsolescence
How long are devices and hardware permitted to operate.

BIA Rating system (Business Impact Assessment)
A – Critical.  Equipment such as the phone system, the primary file server, the UPS and power to those devices, applications that run on those machines, and personnel required to service or maintain them.
B – Required.  Equipment such as a FAX machine, shipping and receiving’s PC or applications, specific monitors
C – Efficient.  Equipment that is needed but not necessary such as the receptionist’s PC, monitors, copiers, keyboards
D – Collateral.  Equipment that helps in daily activities, but is not required for normal business operations.
BIA Lifecycle Rating System

A – 1 to3 Years

B – 2 to 4 Years

C – 3 to 5 Years

D – Indefinitely

Upgrade and phase out policies

Risk Assessment

Parallel systems

Storage and archival of old hardware, software, media
9) Archival Security

Access

Remote Offsite Storage Access

Transit Access

Procedures and Unauthorized Access Policies

10) Archival Window

How long does a FULL Back take? If backup takes too long, business can be interrupted, if so, alternatives must be found, and disk to disk backup may be an option.
When can Scheduled backups begin?
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II. Transparency
A true disaster avoidance plan should be in place, this is not just for disasters, but it becomes a decision making tool for those times when indecision can cost your company money.  Whether you prepare for hurricanes, floods or fire, policies should be in place to protect your assets, shutdown and evacuate, as well as return to operations.

If your IT guy is the only one that can shut down the server properly your risk has just jumped up by 600%.

An open office is documented, rules and policies are in place, and roles are designated so that any one individual cannot cause a business interruption just by not being there, or not sharing his or her knowledge.

These simple rules apply to all offices and all BIA Critical level equipment, regardless of whether or not a complete disaster avoidance plan exists.  The following things must be documented in the event something happens that destroys or renders a piece of computer equipment inoperable, such as a virus or equipment failure.

1) Hardware

PC Brand, Model, Revision

Motherboard Brand, Model, Revision, BIOS version

Hard Drive Brand, Model

Tape Drive Brand, Model, Firmware

2) Software

Brand, Version, Patch Level
3) Network connectivity (Internet Access)

4) Archive Procedures

5) Archive Rotation Method

6) Access to offsite storage
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III. Password Policies
1) Change your password every quarter (90 Days)
2) Use two words interrupted by two numbers, and use the number zero for every letter O.

3) Do not write your password down. Standardize all passwords so they will be easily remembered.
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IV.  Firewall

The Ethernet Firewall is your first line of defense against any threats coming from the internet.  If you have other access points, contact Marloe Group and let us help you lock them down.

Other access points include e-mail, wireless and dial up access, removable media such as floppies, CD’s or DVDs, laptops, unauthorized applications, and unauthorized users (Visitors).

1) REQUIRED NETWORK DEVICE – Firewall technology is no longer an option.  It is required at all these possible access points to your data:
Home

Office

Hardwired

Wireless

2) USE secure VPNs to communicate over the internet or on any network where the security cannot be authenticated.  This includes:
Office to Customers

Office to Vendors

Office to Employees Homes

Office to Laptops

Office to Remote Users

3) Firewall technology must get updated regularly.  This includes:
Firmware

Signature Files
4) Monitor the firewall.  Designate one competent person the responsibility to monitor for threats and to initiate responses accordingly.
You can see what is happening to your network and respond before things get out of hand, but 
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you have to be looking at it or have someone looking at it.  Save the log files, an attack may take several days, and tracking the tools the hackers are using is an important step in the process.
5) Keep information for forensic purposes.
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V.Wireless Precautions

Wireless networks are becoming more necessary as demands for them increase, however they are not yet fast, and they are not yet secure.  Your signal cannot be controlled, regardless of your efforts to protect it.  Adding a VPN to all laptops on the network is a possible solution however the performance will suffer.  Also NOTHING is secure wirelessly (Hackers can see every bit that goes by).
1) FIREWALL YOUR NETWORK – It is no longer an option to firewall your wireless network, it is required.  There are so many threats it is not possible to list them, and every day new tools arise that allow hackers to harness your network, attack your resources or steal your information.
2) Monitor firewall access and log files carefully. Assign one competent person to get all alerts and track threats.

3) Management of devices on the wireless network will improve your network performance as well as your network security.  

Wireless Networks should only grant access to specific MAC Addresses. (That Option may have to be deployed, IP Addresses and MAC addresses can both be spoofed, but MAC is harder). 

Document all your MAC addresses

Scan for rogue devices regularly
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Vi. Antivirus

Antivirus software is no longer an option.  Antivirus software protects known weaknesses in the operating system, protects from threats to new possible vulnerabilities, and scans for dormant signatures of viruses in files that get rarely used, often a tactic used in attacks.
Some simple rules about AV.

1) Always use a reputable product, do not try free ‘shareware’ on the internet.  It is not worth the few dollars you are trying to save.
2) Update your software regularly.
3) Test your AV.
Open application from the icon in the system tray, ensure it is responding.

Complete an auto update, and verify that it does complete properly.

Perform a system scan.
Retro virus will disable AV but leave the icons in the system tray to deceive you into thinking your AV is still working.
Some worms will disable your auto-update feature.
NOTE: After an attack, if your machine does get infected; in many cases other viruses or other attacks may occur as your machine then becomes a target.  Do not be surprised if you seem to be attacked several times in a row on one machine in the office, while others are spared.
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VII. Ant-Spyware

Anti Spyware applications are now a required defensive application.  They will monitor your PC for software that steals your identity, tracks your network and internet activity, and provides pop up ad material.
These applications differ from Ant-Virus because the threats are not to weaknesses in applications,  they use known good web browser functionality.  Therefore the attack is coming from a known good function that is just being misused.

Thus a list of possible misuse, bad sites or known questionable sources must be maintained.  This signature file:

1) Must be updated regularly.
2) Must be tested regularly.

Open application from the icon in the system tray, ensure it is responding.

Complete an auto update, and verify that it does complete properly.

Perform a system scan.
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VIII.
Limit your Exposure

The following simple rules will go a long way to improving your personal security.  Hackers will always hack, vulnerabilities will always appear, but some simple tools to make a hacker’s job more difficult will pay off.  Hackers and virus writers are just like any other thief, they are opportunists.

1) Do not carry secret info in your phone.  New technologies have many holes and unknown vulnerabilities.  Your contacts may become jeopardized, so back them up if possible.
2) Do not carry secret info in your PDA.  Some software will allow a hacker to line his equipment up with your infra red port and download or upload without your knowledge.
3) Do not get the newest technology all the time – It raises your risk.  Often hackers will have access into your fancy new equipment before security people know there is a threat.
4) Do not use networks at coffee shops or airports – There are just too many ways that people can use your machine or gather information from you, while you are working, that the risks outweigh any benefits.
5) Online banking:

Monitor your accounts daily.

Do not use online banking with large accounts.  Open a small account to transfer things in and out of by phone.

6) Seed your lists.  Put a bogus name in your lists, your customer database, your vendor database, your e-mail lists.  Example:  Durf Czerkowitz with your e-mail address your personal home address or a close relative that can look for this name.  If an employee sells the list, or an attack compromises your security, you will know about it, by getting letters, SPAM or other information addressed to Durf Czercovitz.
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7) Limit the use of personal stuff on company equipment.  Develop a company policy, that all company equipment and data stored therein is company property.  According to the rule of law your policies must be published.  Limiting personal things such as personal e-mail or messengers, improves network performance, employee work and reduces risk of security compromises.
8) Do not use instant messengers - Until it can be secured. IM or instant messengers are the single most significant risk factor above e-mail.  IM programs allow users to stay connected even after forcibly disconnected from the friendly lists, and also allow others to upload to your network without your employee’s knowledge or acknowledgement.
9) Do not use happy faces and all those cute icons on your e-mails.

Sites Notorious for Phishing.  These sites gather information from you to sell to spammers or hackers.
10) Do not let users look at porn, music or gambling sites on your business network.

Legality issues – They must sign in and authorities can track the location of your employees down to the desk on your network.  If copyrighted material is found on company equipment and the company has accepted responsibility for all network data, there are liability issues that need to be addressed.
Sites – Notorious for Phishing.  These sites gather information from you to sell to spammers or hackers.
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IX.
Monitor your office equipment and users

Monitor the network, know the types of traffic that you normally see, and look for workstations that are making internet requests.

Test workstations using tools such as NETSTAT.  Check to see if they have infections or unauthorized applications running.  NETSTAT –a will display all ports active on the workstation.
Know your users, and understand which kids will grow up to be hackers.  There may not be any danger for you to have them on your team, however they may pose a threat to other businesses.  An attack launched on your business machines can be tracked back to your business. Things to look for:

· High interest in internet games – many of the gaming sites have links, people, or tools that can be used in hacking, developing viruses or phishing.

· High interest in gadgets and geek-ware – Many high tech items can be found on hacker web sites, such things as energy drinks, lava lamps, computer lighting effects.

· Knowledge of security systems in place.

· People with several computers for home use.
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X.  Make a contacts list

People in the computer industry who can help you, or where you can go for quick information.  The types of information you will need:
1) Web Sites – Security web sites that have information on current threats.
2) People – People in the industry that work in security, disaster avoidance and recovery.
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