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Introduction

Network needs

Team Marloe has been doing infrastructure design since 1983.  The following documentation has been developed in conjunction with manufacturers and vendors in implementation of new technologies, and managing customer networks.  Please feel free to use this information, and to contact Marloe Group with questions or comments.

This documentation assumes that you are building a facility from the planning stage.  In doing so, this information will be extremely important, and for current facility managers or IT directors dealing with constant growth, these goals will help remove some of the issues that come with maintaining a growing IT department in a stagnant facility.

To use this documentation, read through the whole report at least once.  It is important to know where to find the information you need when you need it.  It is not necessary to use all these particulars (However IT people will view this as a best case scenario) in preparation of a new facility, but we have included the reasons why we suggest them, to better explain why they have been needed in the past.

Developing an infrastructure design requires a key insight to your existing computer systems, needs and future growth.  To get this it is probably best to have several key people involved in the preparatory meetings.

Executive Management

Budget Management

Department Managers

What the preliminary meeting should entail, is the requirements and company policies that are in place now.

Are they accurate?

Do they work?

What improvements need to be made immediately?

And what do the departments think is a responsible estimate of growth, (taking into account what the Budgetary Management believes is possible)?  All the service requirements of the IT department must be duly documented, and it is a good idea to get a few outside proposals for technologies and solutions.

This infrastructure design template is a physical map of the IT infrastructure only.  It is not designed to solve departmental issues or policy.  We also offer this as a solution to small or medium sized businesses, however these fundamentals will be the same across the board.  We have even made some of these changes to international corporations, which are much more difficult in a production environment.

Cost per Port is another way to define your budgetary concerns.  A good example of this is at the patch panel.  A customer wanted the patch panel or permanent wiring to be extended to the hub.  In other words, for every port on the patch panel, there was to be a cable going to a switch.  The idea was that no matter where your users moved to within the building, there would be no interconnection needed.  This raised the cost per port way up, since there were rooms with twelve drops (Cable connections or wall jacks), but only one user.  This customer truly needed only two Ethernet switches, but by their design, he ended up purchasing six.

After downsizing the company and moving offices several times that solution cost that IT Manager his job.

Network Design and Performance

The initial culprit for poor network performance in many cases, is design. Knowing the technologies is critical when first implementing a network, or it can grow into an unimaginable nightmare that can only be cured by a forklift upgrade.

Forklift Upgrade is what industry analysts have termed a process where all the existing systems and infrastructure must be replaced.  This often happens as a result of poor planning or management.  IT Departments are forced to manage their network and their equipment on a very tight budget until everything becomes a hindrance to network performance and company growth.  At the breaking point, the company realizes they must invest in replacing and upgrading and it must be all done at once, like taking a forklift and dragging out the old systems, to replace the entire infrastructure with new.
There are two aspects of network design and both must have rules built in for growth, obsolescence and troubleshooting.

Logical Design

Logical network design is determined by the type of data streaming through it. If there is a central server running a form of SQL, then the MPS per second of the Ethernet switch is not as critical as if the company uses an accounting package that stores records in a file by file basis. These blocks of data are larger, and require more time going through the network.

Thus the design of the devices within the logical aspect of the network scheme must be modular and variable. Modular so that if the applications change over time (Accounting packages get upgraded or replaced), the network can be adjusted accordingly, and variable so that costs associated with those changes can be justified.

An example: A company has a sizable accounting department, and an accounting application that is departmentally specific (Only accessed by the accounting department), thus it would appear to be an easy fix to add the accounting server to the accounting department, put their own switch in there, and let them live as an autonomous unit. Thus their traffic will not effect the rest of the network.
This is a good solution, however it addresses only short term needs. When the company changes accounting applications and goes to a CRM product that is handled through the internet, the entire department must be re-cabled, the Ethernet switches will have to be changed and major changes to network security will have to take place. The costs associated with this project become growth prohibitive.
A better solution is to build the accounting department cabling infrastructure into the computer room. Instigate an enterprise security solution, use a Layer 3-4 ASIC driven Switch and isolate the LAN logically. When the server is removed, the logical LAN can be changed or removed electronically where the costs are minimal, and the network performance can be monitored as it was before.

This solution is modular in design (The entire department can be addressed without re-cabling), and variable (The Ethernet Switch can be configured into virtual LANs and modified without effecting other users or physical changes).  It also takes into account obsolescence, by putting the server in the computer room with the Ethernet Switches, the server can be replaced or completely obsoleted without a detrimental impact on the rest of the infrastructure.

Initial costs are higher, but properly designed infrastructure eliminates future roadblocks to progress.

Physical Design

Physical Design is the make up of the Facility.  This is where everything can go wrong.  It is the foundation to which all the other network resources will be built. It must take into account several fundamental issues about Ethernet Networks.

· Performance – The highest standard available for networks at the time of this document is category 6 wiring.  As products become faster, the wiring specifications become more stringent, and the investment becomes greater.  Failure to achieve a high grade during this phase will result in future performance options being unavailable or unobtainable.
· Changes - Changes happen when shipping and receiving leaves the accounting department and moves into operations.  The infrastructure must be able to complete these moves without re-cabling, re-identifying the associated devices and re-deploying them.

· Troubleshooting - Troubleshooting happens all the time, on all networks.  At some point the cabling is questioned and someone has to go into the computer room and search for the cable, verify that it is plugged in, and possibly move it to isolate the problem.

· Growth - Growth happens in spurts, and can be a major stumbling block for network designers.  Building in a small computer room, with room for growth is virtually impossible.  Proper design in the beginning is crucial.  For example – some companies throw the entire network infrastructure into a closet.  This is fine if there is no growth expected, but when there is growth, the infrastructure cannot take it, and now the cost becomes prohibitive.  This often happens, and in five years, instead of steady costs, the company is faced with a forklift upgrade and major funding challenges associated with it.  Start off with a properly configured closet, that can be expanded into a department.  Otherwise the costs will be prohibitive, and the network falls into disrepair.

· Standards - Standards are important safety tips in physical network design of your facility such as the 12 rules of engagement and one bonus rule:

1) Power

2) Ventilation

3) Access

4) Security

5) Lighting

6) Telecomm access

7) Location

8) Expansion

9) Weight

10) Physical Storage Space

11) Environmental 

12) Order
13) Ease of Use
Using these rules in the facility design, and keeping in mind the fundamental issues of Change, Troubleshooting, Growth and Standards, the following information is presented as a template for implementation and management.
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Facility

1. Power - This is where it can become sticky.  In many cases, facility planners fail to adequately architect a good stable power grid, and the system will become so taxed that it will create havoc with production systems.  Once unstable, power becomes one of the hardest things to troubleshoot as poor power will produce symptoms related to drive failures, boot failures, slow response, even network issues like port disconnects.
Use a good electrician but here are some things to help him better estimate the possible workload.

· There should be enough reserved power to add several portable air conditioners without drawing power down in the facility.  

· It should be isolated from outside transformers.

· There should be quad outlets at 5 foot intervals throughout the facility to enable rearranging of the equipment, without an electrician.
· Adequate Power should be built into the ceiling or the flooring where racks will be added.

· There should be no power cables run across the floor, where people can step or trip on them.

· Disk and tape drives are the most power consuming devices.  This should be considered when designing the racking systems for storage.  A SAN will draw a LOT of current, and a rack of POE (Power over Ethernet) equipment will draw the voltages down.
· Isolate the power for the racking systems from the wall outlets.

All power outlets will come with an initial cost, however there is no further cost associated with them, until they are put to use.  That is why it is wise to put as many in, at strategic locations, as you can afford in the beginning.

2. Ventilation - Air and proper air circulation designed for your IT facility will be the single most cost effective way to ensure the life of your investment.  
The computer room should have it's own air source, and can even be a wall unit if necessary, but some way must be devised to ensure that the ambient temperature does not exceed 68 degrees.  Portable air units are available, and it is a very wise idea.  Find out where you can rent them in the event of an emergency.  Keep that number handy.  Just a few hours in high temperatures can suck all of the life from a hard drive, and reduce your MTBF (Mean Time Between Failure) factors down to single digits.

Fans do not work.  Circulating the air only works for humans because we can sweat.  Computers and heat generating devices will just keep re-heating the air until components will become failure hot.  It has been found that power supplies become so hot that the solder will melt on some components, causing them to lose contact for an instant and shut down the system.

Also keep in mind that during the winter, when you turn the heat on in the office, you do not want the hot air blowing into the computer room.
An example:  During the weekend, the building maintenance guys turn off the air , and the computer room temperature can easily reach 120 degrees in a matter of minutes.  This will kill computers (Remember it is 20 degrees warmer in most chassis than the outside ambient air.

3. Access - Getting into the server room is important to be sure, but consideration must be made to large boxes or crates, especially for rack enclosures, and large servers.  If possible, there should be a door large enough to get a pallet inside, and if not, there should be a path to this facility where large objects can be moved.

Doors should have locks on them, preferably with access codes, or combination locks.  Carrying keys around is not convenient for managers.  When an employee leaves the company a locksmith or building maintenance person must come change the locks.  A keypad at the door can be maintained internally.

Windows are a bad idea.  Thieves and evil people have a tendency to ignore things they cannot see, keeping the company's investments within visible scope can be dangerous.

The cabling plant is also an important issue, for such things as physical firewalls (A wall within a building that extends all the way up, and is impenetrable, or must be penetrated carefully each time a cable change is made).  

Telephone access.  As technology changes, it is more important to have the facility very close to the telephone embarkation point.  In fact it is a very good design technique to build in the phone room access, in other words, include the phone room in your computer room.  In the future, if not already, the two systems will be integrated. 

Flooring and ceiling access can be a major issue.  Some buildings have 6 inch interlocking tiles which will not last, and make for a very difficult time when moving, adding or troubleshooting network cable.  It is not necessary to have a raised floor, it is nice to have but not necessary.  What is more important is easy ceiling access.  Consider where the air conditioning units are and major ductwork.

Rack Access as a standard is 4 feet in back and in front, keeping in mind those measurements are from the front edge of the shelf, not the base of the rack.  Building a rack up against a wall prohibits access to the back of the equipment.

4. Physical Security – Isolating the equipment from prying eyes as well as easy access is critical.  This is where your company is making its investment, not just in the hardware, but the data that resides inside it.  The value cannot be calculated.  

· Eliminate windows

· Lock Doors

· Lock up software in fire boxes

· Lock up tapes in fireboxes

· Build in physical firewalls to protect computer room from thieves

· Eliminate glass doors

· Use electronic or combination locks for doors instead of keys.

One facility that considers itself very lucky had locks on all the doors, however the door to the computer room was glass, and lead outside into a courtyard.  Thieves backed a truck through the glass door and hauled off with all the Ethernet equipment.  Luckily they did not see any value in the $10,000 storage farm on casters by the rack.

5. Lighting - Good lighting is essential to a good working environment, especially when troubleshooting, however fluorescent lighting is bad for Ethernet. Incandescent canister lighting on a dimmer switch may be a good answer to this issue.  During normal business hours the lights can be dimmed, and when troubleshooting they can be turned back up.

Another good answer is flood lighting.  Heavy duty lighting that is aimed at the front and back of the racks for troubleshooting.

It is also a good idea to keep emergency flashlights attached to the rack.

6. Telecomm D-Mark  - The facility should be near the telephone company's primary access into the building.  This becomes important when adding lines and such.  The phone company will charge extra for longer runs.

It is a great idea to design in the phone closet into the IT facility.  In the future, more phone systems will be networked (integrated into the existing data network), so it would be prudent to 'design in' the phone closet.  This is not necessarily true for IP phones, as the network integration will be the same for workstations, but analog or digital lines should terminate near the network equipment, but give them room.  Changes and growth not to mention new technologies, can double the size of phone board requirements.
In fact, an excellent idea from one of our sites, was to designate an entire wall to telephone, and to close it up with a retractable or sliding door.  This way, when changes needed to be made, the sliding door was moved out of the way and the entire wall was exposed.  Conversely when the work is done, the phone wiring and cross over patch panels were hidden quite eloquently behind doors that doubled as white boards.

7. Location – Security is becoming a bigger and bigger concern, and as businesses fight to protect their data they are becoming susceptible to threats coming from attacks to their infrastructure.  A Key element to securing the facility is its location.  The following rules now apply: All walls should be internal walls.  In other words there should be no wall of the computer room that is shared with the rest of the building, such as a hallway or lobby, and the ceiling or plenum access should be restricted.
8. Expansion - The computer room should be placed in a part of the building where expansion or growth can be accommodated.  For example; if a small room is initially required, ensure that it is near an office that can be built out.

Ensure that a corner office is never used, or that plumbing does not interrupt or trap the computer room (Never put the IT department next to the bathrooms or the elevator shaft).

Also place and position the rack so that a second can be added at a later date.  Always plan on dual racks, because more and more equipment will be rack mountable.

9. Weight - As the facility grows, and the hardware requirements change, weight can become an issue.  There is no turning back however, and once the weight limit has been met, a new facility must be found.  Ensure that if your facility is not on the bottom floor, that you get with the building architects and find the load parameters for the floor and location you will be on. 

Flooring and ceiling track is used primarily for wire management, and to ease the weight of the cables on the drop ceiling.  Whenever possible the cables should be run in track or at least in the 'Red Iron', the metal building structure.  This also keeps the Ethernet cabling away from lights (Which will take a performance hit when too close).

Track should be sturdy and built into the 'Red Iron', not just hung by wire for ornamentation or to dress up the room.  It should also be designed to work with the wire management products available for the facility.

Weight becomes an issue with Storage Area Networks and RAID towers, as the pounds per square inch goes up dramatically.  A subsystem fully populated with 72 drives can actually cause cracks in the building, and can lead to the floor being rendered unusable.  The costs associated with this liability are incredible, and many insurance companies are keen to focus on these issues.

10. Physical Storage - One of the important parts of an IT facility is its ability to migrate hardware from different stages of its life cycles.  From building computers and assembling new technologies to phasing out older equipment.  Here is some DA information on Life Cycles:

· A - CRITICAL - 1-3 Years

· B - REQUIRED - 2-4 Years

· C - Efficient - 3-5 Years

· D - Collateral

This means that the ideal facility will have storage space, shelves and just open area where boxes of equipment can be stored, as well as bench space where hardware can be assembled.

11. Environmental factors - Obviously consideration must be made to outside influences, but as part of a DA plan it is even more important to be prepared for the worst.

· Flood - Not just by nature, but watch for building pipes.  

One facility was damaged when a neighbor's bathroom water pipe burst, sending hundreds of gallons of water through the walls and into the computer room of one of our customers.  All the equipment was at least 6 inches off the floor and safe, except for the UPS backup systems.  When the battery backups became submerged, and the breakers went off, it killed everything.  Putting them on the bottom shelf of the rack would have saved them.

· Wind (Windows) - Windows are bad.  Eliminate windows, and keep the data center as far away from them as possible.

· Heat - This goes along the lines of the Air Conditioning system discussed earlier, however other factors to consider are the parts of the building that are in direct sunlight during the heat of the day.  It becomes expensive to manage an IT facility where heat is coming from both internal and external sources.

· Cold - This is where having a separate heating and cooling system becomes even more important.  One customer had a separate cooling system, but they shared a common heating system.  The air conditioner system ran 24x7 all year round.

Getting cold will only effect equipment that is shut down at night or periodically.  If there is a single cold solder joint in the unit you may see the equipment fail at power up.  Most of the time, care must be taken to ensure that the equipment does not freeze, however colder temperatures of 40 degrees will not adversely effect your running equipment.

· Lightning - Metal buildings are difficult to protect from lightning strikes.  Large poles and metal scaffolding become lightning attractors.  Ensure every item is protected from surges, including phone lines and television cables.

· Dust - Dust and large dirt particles are an obvious threat.  Precautions should always be made to protect equipment, however smaller fine dust particles can be just as damaging.  Fine dust coats components and it is like adding a blanket to the equipment.  Moving parts quickly grind down and become a liability, including sealed drums.

· Humidity - In the southern Texas Gulf Coast Region, humidity is a common problem.  It will cause connectors to oxidize rapidly,  fittings to grow mold or algae, and plastic fittings or bushings to rot.  Some facilities will require a dehumidifier to remove some of the moisture.

· Animal - Rodents.  Facilities in open warehouse space, especially near open fields will see cables chewed through on a regular basis.  If possible select a different location or type of building.

12. Order - Cable management is a critical portion of the network design.  It will aid in troubleshooting and in the overall organization of the computer room.  Cable management is used in conjunction with trays and rack systems.  It should be a basic requirement that for every 24 port patch panel, there be a cable management slot, and for every switch. Cable management should run up and down the sides of the rack.  

13. Ease of Use - It is important that the facility be easy to use, easy to access and easy to look at.  This should be a major demand of management, as failure to act in this role will leave subsequent changes, expansion or troubleshooting at risk.  

If a technician goes in to fix something and there is a pile of wires or an unstable rack, other issues inevitably will come up and the simple task becomes a complicated day of unnecessary work.  That is how you know your network is closer to chaos that order.

Cable Plant

1. Permanent vs. Transitional Wiring - Permanent wiring is the wiring that goes into the wall and patch panel.  Transitional wiring is anything that plugs into the patch panel or the wall.

Many cable plant follies stem from a failure to adhere to these rules. 

Permanent wiring is designed to be just that - permanent.  This means that at the wall there should be a jack just like a telephone jack, and in the computer room there should be a patch panel where the cables are terminated.  This eliminates movement.  With movement comes oxidation, and performance of the jack or connector is diminished.

Transitional wiring includes patch cords or cables.  These are designed to withstand movement and changes.  Transitional cables are flexible, and the connectors are designed especially for that type of wire.  When a patch cable goes bad, as they often do when moved a lot, it can be tossed out and replaced easily.  Permanent wiring however,  will have to be re-run.

2. Labeling Schemes - This is a simple process, but one that is often neglected.  Cables should be numbered appropriately and labeled.  A cabling diagram should accompany the job, and should be displayed prominently in the computer room for easy access.

Marloe creates a map using the patch panel number as the actual cable number.  The differentiation from data and voice is done by color coded connectors at the wall jack, and separate patch panels. 

Labeling by room number becomes a nightmare after adds are entered into the system, and room numbers may change or become irrelevant when construction changes occur.
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3. Unshielded Twisted Pair - UTP cable is used for voice and data communications, however there are strict standards that must be adhered to.  The higher rated the cable or category, the more attention must be given to the rules.

Voice grade cable is often category two or three.  These cables cannot run Ethernet very well without some sort of specialty equipment.  The Category rating has to do with the several things, from the way the cable is made, the number of twists per foot, and the way the cable is terminated.

What to look for that may effect a UTP cable's performance:

· Distance.  The longer the cable the less resilient the signal.  When trying to attain a Category 6 rating distance is always the most detrimental issue.

· Kinks - cable that has a loop pulled tight, or a visible bend.

· Torn or crushed shielding.

· Cables strewn over fluorescent lighting.

· Large coils or tight coils.

· Cables cinched tightly together with 'Zip Ties' or 'Tie Wraps'.

· Permanent wiring with RJ-45 crimp connectors.

· Cable pairs unwound at the termination point.

4. Fiber - Fiber may be more expensive, but for a backbone, or building to building campus link it is the only technology that will be in use for several more years.  A single fiber can be multiplexed into several 1GB Ethernet logical networks.  This allows for unplanned growth, where other forms of media fall short.

Whenever links require longer distances fiber is the only option.  Fiber is more expensive primarily because of the labor involved in terminating it.  Once the fiber is in place however, it becomes a part of the permanent wiring, and will last virtually forever. 

When running fiber, use 12 strand fiber.  This means that if one pair becomes damaged, there is always a spare.  For future growth and for cost savings and redundancy, it is an easy choice.  Fiber should also get terminated where your other permanent wiring gets terminated.  For instance if you terminate your CAT 6 cables on the rack, then the fiber junction box should be mounted on the rack.

5. Video - Video is becoming a bigger and bigger part of network management.  Users are putting cameras at back doors, in hallways and secure areas.  Video servers can record hours of data on disk, where other forms of video such as tape are forced to write over the existing media.

Video cables can also be terminated where all the other terminations go, on the rack.  Newer technologies allow for using Cat6 cable, and even allow for sending power down the same CAT6 wire (POE – Power over Ethernet).  This allows the existing cabling track and wire management hardware to be utilized.
6. Wireless – Wireless access requires a grid of access points, and these will be terminated in the ceiling normally.  With POE technologies, Wireless and Video can all be terminated on a separate rack. 
7. Racking Systems - There are several types of racking systems, and it is important to find the one that best suits your operations.

Racks - The standard 7 foot rack comes in black or brushed chrome, has no sides, doors or wire management.  It should be bolted to the deck, and secured to the 'Red Iron' in the ceiling.  It is important to know the equipment that will go on the rack BEFORE purchase however, since some equipment requires a double rack to handle the weight.

Enclosures - Enclosures are a good way to go when a double rack is needed.  Double racking means that the equipment is secured in the front, and also the back of the equipment is bolted to another rack in the back of the enclosure.

Some enclosures come with air ventilation systems, and shock mounting for earthquake protection.  Enclosures normally have doors, and for the most part are much more expensive than plain 7 foot racks. 

Access - When designing the facility, keep in mind that enclosures and racks will require good access, at least four feet in front and back.  You must allow for adding and removing equipment, punching down additional cables, and opening up rack mounted computer systems.  Many enclosures have removable doors, however room must be allowed for moving those doors.

Wire Management Systems - Wire management is a very important key to the success of any infrastructure endeavor.  It will not get rid of a snakes nest of wires, but it will hid the mess.  Using it right will give technicians and IT managers access to cables without having to untie or secure loose cables.

8. KVM Access - Access to the servers and equipment that is rack mounted is critical.  A KVM switch will allow all of the equipment to utilize one keyboard monitor and mouse.  The KVM switch can route the signals anywhere, so it is not necessary to have a rack mount monitor and keyboard.

In fact, one of the best sights that Marloe Group had the pleasure of inventing, had a desk in the middle of the computer room, where the IT manager sat in his own chair and monitored the servers on a 19 Inch flat panel display.  The KVM switch split the signal between a rack mounted keyboard and monitor and the desk mounted units.

9. Testing and Certification - The cable plant includes fiber, voice and data communications, as well as video.  All of these media types should be tested and certified.  A single cable that fails to pass CAT 6 certification can wreak havoc all across the network.  

All testing and test results should be recorded and kept somewhere easy to find.  It makes troubleshooting that much easier.  The more you know about your cable plant the less you will have to worry about.

The original results become a baseline, and when troubleshooting they can be compared to current results.

Server Farm

The Server farm is where all your company's major investments will be.  When designing the infrastructure, here is when a little fore knowledge can play a key role in its success.  Know what is important in your network and why.

Try and design your servers modularly.  In other words, create the system, the servers primary drives required to boot up, and then include a separate storage area for all your data.  If at all possible, make that data area a separate external storage device (SAN).

This will facilitate a quicker upgrade, or failure replacement, and allow your data to be backed up from a separate device such as a fibre channel tape backup device.  These devices will not effect server performance.

1. Data Servers - This server will normally have the biggest storage requirements.  It keeps all the static data, and can be backed up separately.

2. Application Servers - These servers do not require large amounts of storage,  but they do require lots of processor power.  Backup of application servers is more difficult and requires special utilities or processes.  These devices will also take a big hit out of your bandwidth.

3. Telephone Servers - This is the wave of the future.  Integrated phone systems that communicate through Ethernet to an IP phone.  Some systems just integrate voice mail with Microsoft Outlook.  Either way the complexity of the network will get even harder for network managers.

4. Video Servers - These systems require thicker, heavier cables, and will effect your cable management design.  Though the server is rack mounted, the screens can be sent anywhere.

5. Web Servers - Web Servers do not require a lot of storage space normally, nor a lot of computing power, however they must be design into the logical network diagram with careful consideration to security.

6. Backup Servers - The servers will normally require DAS (Direct Attached Storage).  Fibre channel is a better way to go, but in any event, the server will be paired with a large set of tape drives or other heavy devices.  These devices may be able to go into the storage farm.

Storage Farm

Storage Techniques include all ways at which your company's data is accumulated.  Here is where it is critical to design into your infrastructure - external storage.  Here are the different types of storage that belong on this rack system.

1. Tape - Historical data is normally put to tape.  Tape drives, especially large units, are very heavy.  These units also take a lot of rack space.

2. CDROM - CDROM Servers can also be used for historical data, however they are not quite as efficient nor do they have the capacity as tape drives.  Most of the CDROM servers have large changing mechanisms and will eat up a lot of rack space.

3. SAN - Storage Area Networks are the most dense network devices out there.  They are very heavy and often stand alone.  They require isolated power, and communicate to several servers simultaneously.  These systems however can communicate directly to the tape backup server, eliminating the primary server from toiling with backups.

4. NAS - Network Attached Storage can be as simple as a single 1U rack mounted device, but it requires users to access it through the network, just as a primary data server.  The difference is the price, and that there is no server required.  In some cases the devices can be used to offload tape backup duties, to free up the primary servers faster during backup.

5. DAS - Direct Attached Storage is usually a subsystem that attaches to the server hosting by SCSI or Serial ATA.  The advantage is that this box can be secured on the same rack as all the other storage, yet as far as software is concerned, it is considered local to the server or Directly attached.

User Communities

Users that need access to your company data come in three categories that effect infrastructure.  These are the Intranet, people inside the company using your existing network, the internet, people outside the company needing access to your data, and wireless.

1. Intranet - Users within the building will be the biggest load on your network.  It is imperative that you know what types of data will be traversing your network BEFORE designing the infrastructure.

This is important because the type of data will be driving your Ethernet decisions.  Layer 2, 3, or 4 switches, departmental routing and server requirements, internet access,  will all effect your application performance.

2. Internet - How do your end users expect to use the internet?  How will this effect your customers who may need access to internet resources using the same bandwidth?  Do any users work from home, is that even a company issue?  If your web server is located in the DMZ on your network, and all your existing end users use that same internet connection it could make everyone's life a little slower.

3. Wireless - What are your wireless plans.  This will effect your network design and your security concerns.

Security

1. Firewall - A firewall is a requirement, however it will not take up that much rack space.

2. VPN - A Secure connection to remote users out there such as sales teams and technicians, is part of the software that comes with the firewall and rarely requires a separate piece of hardware.

3. SA - A security association is another part of your existing firewall equipment.  This means that your firewall can connect to a remote office on a secure encrypted connection without any further need for more hardware.

4. Anti-Virus - Due to the current state of the world today, antivirus applications not only must run on the local workstations, but there must be a server somewhere to manage all the updates and such.  Having your end users go out to the internet and mange their updates will consume your bandwidth very quickly.  This antivirus server application can run on a separate server or even an existing firewall box.

5. Adbot - Adbots are not covered by most antivirus software, and those that attempt to manage them fail to do a good job. An adbot is a cookie or process that is loaded on your workstation and runs in the background where you cannot find it easily.  The Adbot's job is to go onto the internet and get adds for you to see in the form of pop ups.  These sinister processes eat up your bandwidth and workstation performance.  A separate software application is needed to manage protection from these software devices.  In the future there may be a separate network device for this type of security feature.

6. Intrusion Detection - Intrusion detection is another way to protect your network, but it requires another server, and possibly a separate workstation to manage the portal.  This application will monitor the types of traffic on your network and shut down services associated with sinister or maligned network access.  It will often communicate with your firewall and for example, could shut down any connection made using a video or movie application.  This can keep employees in check and hackers from harnessing your PC's.

7. Employee - Steps must be put in place to protect your company investments from malicious acts.  This includes:

· Locking doors

· Securing software applications

· Hiding backups 

· Protecting ON / OFF switches

· Password protecting servers and management consoles

· Recording software changes

· Video taping secure areas

Risk Management

1. See Risk Management

Power

Power requirements for small to medium sized businesses fall into three categories.  These categories do not have to do with business size as much as effective workloads and public power quality.  Here are the breakdowns that will involve your decisions for your company:

Centralized power availability 

The "Centralized" power availability solution is the traditional approach to selecting power availability for a large project. Estimate the total load expected over the life of the project, which will normally include a substantial capacity for over stress situations. These power distribution sources are large and expensive but are suited for buildings or entire floors or entire computer rooms.  Normally these solutions will be paired with generating systems to offload some of the stress on the UPS, and in many cases they will be located externally to the building in such places as the basement or power facility.

Zone power availability architecture 

The "Zone-based" power breaks down the total load into more manageable segments. Power for computer rooms or multiple racks of network equipment.  This "zone-based" architecture is more efficient and raises the ROI of the investment in power availability. 

Distributed power availability architecture 

The "Distributed" power availability solution uses smaller individual UPSs to protect a single rack of equipment, or single hardware devices. In conjunction with Zoned power distribution, the stress on the entire system is spread across more devices and has less of an impact on individual power sources during outages, brownouts or power incidents.

Considerations when developing the power solution
UPS physical Size and weight – This, in conjunction with disk storage can result in a weight per square inch that exceeds your building capacity.  This is very important when designing a computer room on any floor other than the basement or 1st floor.  

Battery Testing – Testing of UPSs should be done monthly, and stress tests should be performed quarterly.  Testing should be down with the servers or production equipment down, to prevent a disaster or accidental system loss.

Replacing batteries requires shut down of equipment in many cases, and no battery should be thrown in the trash.  All batteries are recyclable.  The manufacturer of the UPS should have a procedure for recycling, however a local Sears automotive center may have a recycle program available, for a small fee.

Special Note

The back up time for some equipment could be as long as four hours, as mandated by the Fire Protection Act.  This coupled with the amount of protected equipment, the number, placement and types of Uninterruptable Power Supply or UPS units installed create a unique power management  issue. 

The SBS or UPS output neutral and building ground reference can be lost in the event a utility power failure. Without galvanic isolation supplying a new derived neutral and ground reference, the loss of this reference can cause network grounding and common mode noise paths to instantaneously change, resulting in network device hangs, or outright equipment failures.

Common mode noise affects data reliability, network speed and the overall network reliability.  Devices across the LAN are powered from different electrical circuits throughout single or multiple buildings.  Power pollution is created by other equipment operating on the same circuits, sending jolts and grounding issues into the pool of electrical power which will effect sections of your network grid, and even the entire cable plant in different ways.

The On-line UPS continuously regenerates a new, clean sinewave output power, providing the greatest level of power protection against localized and utility generated power quality problems. The On-line UPS protects against brown-outs, transients, surges and sags, in addition to providing a tightly regulated output voltage (±2% typical). Off-line and line-interactive SBS designs simply pass the utility voltage directly through the SBS, providing minimal surge protection, limited voltage regulation and short duration battery backup. Many do not provide a true sinewave output.

What goes on a rack?

Here are the common items that will be bolted into the rack.  This will help you estimate the amount of rack space you will need.  Whenever possible it is best to get rack mounted equipment, otherwise shelving takes up much greater amounts of space.

1. File Servers

2. Tape Servers

3. Application Servers

4. Access Servers (Terminal Services)

5. SQL Servers

6. Directory Servers

7. Mail Servers

8. DNS Servers

9. NAS Boxes

10. DAS - Direct Attached Storage

11. SAN - External Storage

12. Sound, Music or Paging System

13. Video Servers

14. Web Servers

15. Telephone Servers

16. CDROM Servers

17. Switches

18. Routers

19. Internet Firewalls

20. Mail Firewalls

21. KVM switches

22. Patch Panels

23. Power Distribution

24. Cooling and Air Circulation

25. Wire Management

26. Intrusion Detection

27. Network Monitoring

28. POE Sources

29. Monitor / Keyboard

30. UPS

Why we can help

Experience

There is no substitute for experience.  Our staff has been in the industry since its infancy.  Robert Castro configured the first networks ever designed for commercial use,  and he has watched them change, and the technologies become more and more robust.  His first experiences with computers dates back to 1983,  with IBM, Apple, Hyperion, Eagle and one of the coolest new ideas for the time, Compaq.  His expertise on that equipment came from troubleshooting and repairing them to component level.  Bob was even there to work on the first 'black' apple computers made by Bell and Howell.

Bob has seen the computer industry change completely several times.  He was there when 'sneaker net' was the mainstream networking technology.  The requirements for business changed, and so did networking.

Marloe specializes in the computer network and networking issues.  Our focus has been on the most difficult aspect of business IT concerns, as much of the resellers and VARs today focus on computers and software.  Our expertise has been called upon by the U.S. State Department as well as Banks and Computer Manufacturers based in Houston.

If your company has connected two machines together and made them talk, or has strung wire around the office and connected your PC's, chances are, you do not need Marloe Group.  

If your company has done that already and it has not solved your problems - that is when you need Marloe Group.  You need us and we can help you when:

You need expert advise.

You need outside help.

You need solutions not just more boxes.

You need someone to verify your designs.

You need to resolve networking issues.

We have broken down the 9 primary categories that require special attention.  Please feel free to contact us with questions or suggestions, we are here to help.
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