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Sources of Risk

Defining Risk

Business Application

Risk is something that can easily be managed.  It requires a strategy.  Many of the facets of a business and its objectives are influenced daily by all sorts of risk, and protecting an organization from all sorts of risk is impossible.  Minimizing the effects of risk however is an attainable goal, and a maintainable project.  It is of course a never ending process, as types of risk change and sometimes even business strategies will have an impact on risk types and their influences upon the organization.

Risk can effect the following organizational modules:

· People - board members, volunteers, employees, clients, donors, and the general public. 

· Property - buildings, facilities, equipment, materials, copyrights, and trademarks. 

· Income - sales, grants, and contributions. 

· Data - Computer information and technologies stored in computer systems.  Such things as customer contact information, accounts receivable and payables, inventory, technical product information such as drawings or formulas and sales prospects, quotes and employee records.

· Goodwill - reputation, stature in the community, and the ability to raise funds and appeal to prospective volunteers.

· Supply Chain - Your organization consumables necessary to be able to provide services for your customers.

The goal of this document will be to focus the majority of these risk management procedures on the Data module.  Managing the risk in the storage of information, the access, retrieval and update of that data. 

Departmental managers may be the best resource for this assessment. Technicians and engineers know what parts of their daily routines are most susceptible to outside influences. Defining these items along with criteria developed by the Steering Committee will be a significant part of the DA Plan.

Sources of Risk

There are two primary categories of risk towards IT.  Direct and Indirect.  Direct forms of risk your company will have some control over, however indirect sources of risk will be out of your control and procedures should be put in place to react and possibly effect these types of risk.

Direct  

1) Facility

a) Environmental

i) Heat / Fire - Prepare for failures in air conditioning systems, have portable air units available, either through a local rental facility or directly on site.

ii) Particulate / Smoke - When designing a facility be aware of ventilation systems that can protect your hardware.

iii) Wind - Hurricane or tornadoes cannot be prevented, but action must be taken in the event that something like this effects your business.  Actions that may have to be taken: evacuation (Move data out of harms way), or seal or protect windows, secure antennas and or locate equipment in a more secure area of the building. 

iv) Cold - Cold does not adversely effect the machine hardware if it remains running, however if it is shut down, severe cold can influence solder joints and motors such as disk drive motors.  Below 38 degrees hardware can produce condensation, and frost.  Conversely, heating the room can be dangerous if not monitored well.

v) Water / Moisture - Floods can result from a pipe bursting in the neighbor's suite.  Humidity can create oxidation on connectors and opened contact points.  Some areas may require a de-humidifier.

vi) Electrical - Power surges can reduce the MTBF of hardware components by as much as half.  Lightning can be very destructive, especially plasma lighting, which may hop around the building, without using metal conductors.

b) Access Security

i) Doors and locks - The most obvious thing to do is protect your computer room with a lock of some kind, however a lock on a glass door becomes a decoration.  Ensure access is controlled at every level including from above the ceiling line.

ii) Employees - Employees without a clearance to be in the computer room, should not have access by key or keypad.

2) Personnel

a) Accidental Acts 

i) Poor Judgment – People put into a position where they must make a decision, without the knowledge necessary or the training to understand the consequences can put your entire operation in jeopardy.  For example the Vice President of Marketing who happens to be in a predicament because a very important file is damaged, makes the decision to have the technical services department restore data from the previous night.  In doing so several files and databases that were not backed up properly the night before became corrupt also, leaving the department in an even larger lurch.

ii) Poor Documentation – Documentation is a very large weakness in any recovery plan, primarily because it requires updating when a change occurs.  Without change management processes, or auditing, it is difficult to know when a procedure has changed and the documentation has not.  In the event of an emergency, a responder following the directions can easily perform a task that was rendered ineffective or even unnecessary thus jeopardizing the recovery effort.
iii) Poor Training – This problem goes along with the earlier example, where the Marketing VP requested a restore of marketing data.  The technician should have been cross trained, or policies should have been put in place that required an extra step in authorization to perform that restore procedure.  He should have known that he should only restore the exact file necessary to return the department to operation.
iv) Security Violations – Users with the incorrect security privileges can get to data and processes that they have no business accessing.  Making the data available to them can cause anything from office bickering to theft and even malicious acts.  Mostly however this problem is detected after an accidental deletion.
b) Malicious Acts 

i) Employees can sell your customer data base, trade secrets, e-mail lists and even access to company equipment.

ii) Employees can also damage equipment or files in an attempt to hide their tracks, or to willfully cause a business interruption.

3) Hardware

a) Servers and workstation

i) Disk - The primary vulnerability for any network device is the disk drive.  The disk drive in a file server can hold the operating system, all the drivers and necessary configuration files, programs and information required to build the server.  Loss of this data could mean that the file server will not be recoverable.  This does not mean that all the data will be lost, however it will mean that there may be significant down time involved.

ii) Disk Controllers - Disk controllers are the primary interface between the operating system and the disk drives.  Failure in a disk controller will be the same as losing the disk drive. Access to all the data in the server will be impaired if not prevented, and special consideration must be given to the BIOS and version numbers associated with the devices installed.

iii) Network interface - This is the only access point for users on the network to get to the data on the server.  It is wise to build in some redundancy or even load balancing.

iv) Motherboard - Failure in the motherboard on any system can create catastrophic downtime.  To avoid this there should be discussions on what approach is necessary to provide the best form of protection from such an event.  Options include: Server mirroring, clustering, spares, and standby servers.

v) Monitor - A dead monitor can cause users to trouble shoot a production server by hitting the restart button.  Procedures should be in place, and visible for users to find easily that will prevent some simple mistakes.

b) Power / UPS - Power quality varies from state to state, city to city, even floor to floor in some cases, however a good set of tools to manage the power does include its own risk.  UPS systems that recover often during brownouts or power outages, may develop a depleted battery that cannot fully charge.  If this happens the servers may shut down prematurely.  

c) Dial up computers / Modems - Some antiquated equipment may be required,  however if it fails procedures should be put in place to recover.  This may mean that a spare identical unit be kept in a closet somewhere, or an upgraded system should be in place and standing by.  If these items are critical, they should not be antiquated.

4) Ethernet 

a) Router - The primary device that manages the network traffic across the LAN and through to the internet can be compromised by power surges, hackers or even faulty configurations.  Load balancing and fallback links may be an option.

b) Hub and Switches - The communications medium at your office will require some kind of smart device to interface between all the network nodes, and this single device can be a single point of failure.  In some cases a single switch can bring down the entire company.  Special consideration should be given to these devices.

c) Cable - Infrastructure cabling can be damaged by remodeling, repairs in the ceiling, digging between buildings and even rats.  Redundancy may not be a viable option but some action is required in the event of failure.  Defining those processes will go a long way towards a fault tolerant network.

d) Phone System

i) Phone Lines  - Access to your network could be as simple as picking up the phone.  Examine how the phone system interacts with your network.  Ensure that there is proper security or limited access to your network from outside.

ii) Configuration Data / Programming - Loss of this information could cause catastrophic downtime. All this information should be backed up and  maintained through the IT department.  In many cases, the phone system is handled by an operations person, however as phone systems get more robust, their integration with the network increases network vulnerabilities.

5) Software

a) OS Crash - In some cases this cannot be helped, however there should be procedures in place to minimize the downtime, effect the OS to build a better more stable version, and recovery.

b) Driver Unload / Damage - The interface between the hardware devices and the operating system are called drivers.  Changing the OS by patching it, altering the device settings or moving the device may bring out vulnerabilities in the driver itself.  Documentation is the best way to protect against catastrophic downtime.

c) Memory Holes - Memory holes form when applications, programs or services get brought up and shut down.  When the system closes the app, there may be some memory space that is not released back to the core Operating System.  When this happens it is considered a memory hole, and what it does is block out an entire memory segment from being used again.  If this persists (As it does in Novell, Linux, and Microsoft products), the server will eventually crash as it runs out of memory.  Some operating systems require a reboot of the system on a regular basis.  Procedures must be put into place to ensure that the planned downtime is scheduled.

d) Application Flaw - There are no solutions to these types of problems, however there should be adequate backup and recovery procedures in place to recovery from a failure such as these.  It is also critical to have the application CD, Serial numbers, activation keys, and patches available in the event this does happen.

e) Failed Upgrade - Adding a patch or installing a new version of software or OS can be reason to be frightened.  Software changes can induce failures in other applications.

f) Software Obsolescence - Once an application becomes obsolete, support may be difficult to come by, and solutions in the event of failure may take longer than predicted to come.  Keep all applications especially critical ones, as up to date as possible, and keep the patches, application CD, Serial numbers, and activation keys available in the event of failure.

6) History

a) Tape Backup Library - There is no excuse for not backing up.  This is your last defense in the event of failure, however there are things that go wrong with your backup that may make recovery of your data impossible:

i) Backup application may be configured improperly.

ii) Tape device may be defective, and writing erroneous data to tape.

iii) Tapes may be old and losing data.

b) Archived Data - Data that is archived must be stored in a cool dry place with no sunlight.  Even CD's will deteriorate.  Periodically the data should be retrieved and restored to a new media device.

c) Backup device obsolescence - When a tape backup device gets obsoleted, all the media that went with it becomes obsoleted.  DO NOT THROW OUT THE OLD DRIVES.  If you must recover history, this is the only way to access it.

7) Access

a) Employee Security (Passwords) - Passwords on the system are often forgotten. Procedures must be in place to manage passwords especially for critical hardware devices.

b) Employee Malice - Malice is something that cannot be avoided, because employees with ill intentions can easily bypass security.  This is why proper precautions must be taken to secure the servers and critical devices.

8) Software Application Archives

a) CD Library (OS CDs) - All hardware, especially servers, require the original CD to do a repair, or to re-install in the event of failure.

b) CD Library (Application CDs) - Critical applications may have to be re-installed if the file / application server is destroyed.  A painful example of this is the tape backup software, which is required to do a tape restore.

c) Patches - Rebuilding or re-installing the server and applications sometimes is not enough.  In many cases several patches must be applied to bring the system to a stable point.  Documentation and applicable CD copies of all patches applied are extremely important.

d) Drivers and associated stuff - Server environments tend to have less off the shelf hardware installed.  Drivers that are not native to the operating system are often required, making them critical to recovery efforts.

e) Associated Registration information - Licensing and registration keys are also required to bring the equipment back to a stable operational state.  This means that documentation and license information

9) Data Security

a) Denial of Service Attacks - A DOS attack eats up your bandwidth or your server's response capabilities.  This prevents users from getting to the data they need, essentially shutting down operations.  Directed DOS attacks (Attacks that hit your production servers),  are not necessarily brought on by hackers that know your networks, but it is a good policy to respond as if that is so. 

b) Viruses - Very few viruses are effective, and even fewer can de directed towards specific hardware, unless proper precautions are not taken. Software viruses however when directed (Designed in by programmers or employees with access), can be the source of catastrophic failure and data loss.  All precautions should be taken since this form of attack may induce the most damaging results.

Indirect

1) Denial of Service Attacks - A DOS attack eats up your bandwidth or your server's response capabilities.  This prevents users from getting to the data they need, essentially shutting down operations.  Directed DOS attacks (Attacks that hit your production servers),  are not necessarily brought on by hackers that know your networks, but it is a good policy to respond as if that is so.  An indirect DOS attack is one that effects your service provider or a router in your network path.

2) Power - Indirect power failures (Such as at the service provider or at a down-link connection), can adversely effect your network if there is not an alternate path.  It may be critical to establish a redundant link in the event of such an outage.

3) Virus - Viruses are spread at random, and are preventable with proper precautions.  They are considered an indirect threat unless software precautions are not taken at the server level. Anti-virus software must be on all servers, workstations and firewalls if possible.

4) Adbot - The Adbot is a software process or service that is implanted on your computer much like a cookie.  It is allowed to load and bypass anti-virus software since it uses known standardized software hooks.  Once loaded the Adbot can perform many different tasks, the most common, will go out into the internet and bring back pop up ads for internet browsers.

5) Employee Accident - Coffee on the keyboard, accidental Shutdown, disconnecting the network cable all are not intentional, and can be avoided. 

6) Random hacker event - Intrusion detection software will protect data structures and files from access, changes and even reads by unauthorized devices.

7) Service Provider failure - Redundant connections to the internet and mail may be the solution to this issue.

8) Routing errors - Being prepared for routing errors may be difficult.  A routing error my come from your site or even upstream, and there may not be a way to prevent them.  Routing errors occur when technicians are working on routing equipment, and they can occur at your provider. 

9) SPAM - SPAM is considered an indirect threat as it can be eliminated or at least reduced.  Some SPAM can have harmful code that could create havoc on your network, or links that take users to a problem server on the internet.

10) Theft - Always be prepared.  Take every aspect of theft to heart, "What if someone walked in and stole the primary server?"

11) Vandalism / Terrorism 

12) Equipment Abuse - Using a piece of hardware for something other than what it is intended for.  For example a Layer 3 switch being used for a firewall.

Objects at Risk

1) Customer Data

a) Personal Information 

b) Credit Card Information

c) Contact Information

d) Medical Records

e) Sales Information

f) Accounting Information

g) Trade Secrets

h) Sourcing Information

i) Pricing Information

j) Cost Information
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